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Abstract of JP 2001202266 (A) 

PROBLEM TO BE SOLVED: To rightly inspect an 
on-vehicle control unit and to prevent illegal 
alteration as the result. SOLUTION: An ECU 10 is 
provided with a widely known microcomputer 1 1 , 
which is provided with a CPU 12 forming the center 
of various kinds of control, a flash memory 13 which 
can be erased and written electrically, and the other 
input/output circuit, etc., not shown in the figure. An 
external tool 20 is also provided with a widely known 
microcomputer 11 consisting of a CPU, a memory, 
an input/output circuit, etc. On judging (Inspecting) 
the authenticity of the ECU 10, the tool 20 first 
transmits transmission data including a sum value 
calculation command and a random number to the 
ECU 1 0. The ECU 1 0 calculates the sum value of 
data in the memory 13 and enciphers the sum value 
in accordance with the random number by using a 
prescribed enciphering algorithm. After then, the 
enciphered sum value is transmitted to the tool 20, 
which compares and judges a decoded sum value 
and a previously registered true sum value to judge 
whether the ECU 10 is normal or abnormal by the 
result of It. 
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